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1
Decision/action requested

Approval of the following new Key Issue for TR 33.848
2
References

None
3
Rationale

Some 3GPP NFs are required to store sensitive data, such as cryptographic keys or user identities, which should remain confidential.  If these NFs are realised as Virtual Network Functions (VNFs), as opposed to as dedicated hardware then there are new vectors by which this data could be accessed inappropriately.  For example, an attacker with root access to the virtualisation layer could steal data stored in a VNF in a manner that is invisible to the VNF itself.  Therefore, the management and deployment of functions storing this data should be considered.
4
Detailed proposal

*** Begin First Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[ee]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[ff]
"Virtualization Technology: Cross-VM Cache Side Channel Attacks make it Vulnerable"; Shahzad and Litchfield 2015; https://arxiv.org/ftp/arxiv/papers/1606/1606.01356.pdf
*** End First Change ***

*** Begin Second Change ***
5.y

Key Issue y: Confidentiality of sensitive data  

5.y.1
Key issue detail

Certain 3GPP NFs will hold sensitive data, which should not be available to other NFs or which should only be made available in a specific set of circumstances.  For example, TS 33.501 [ee] includes the requirement that long-term keys shall never leave the secure environment of the UDM.

To have the same level of confidence in the confidentiality of sensitive data when stored in a VNF as when it is stored on physically separated hardware it is necessary to consider new threat vectors.  For example, the long-term keys in a virtual UDM could be stolen by an attacker with root access to the virtualisation layer.  Alternatively, cache side-channel attacks as in [ff] might allow the operator of a VNF sharing resources to recover data.
5.y.2
Security threats

Cryptographic keys or other security critical data could be stolen by an attacker with access to the virtualisation layer.
Sensitive material could leak to operators of other VNFs running on the same virtualisation layer.

5.y.3
Potential security requirements

VNFs storing data which needs to remain confidential, particularly that which is security critical, should be appropriately isolated from those in different trust domains.

Management of virtualisation layers supporting VNFs which include security critical data should be subject to appropriate security principles.  For example, admin rights should be limited and comprehensive logging should be enforced.
*** End Second Change ***

